Infrastructure/DevOps Engineer – Job Specification
Overview
We’re seeking an Infrastructure/DevOps Engineer who excels in automation, infrastructure as code, and improving software delivery processes. This role focuses on GitLab CI/CD, Windows image creation for physical or virtualised environments, and Terraform‑based infrastructure management.
Key Responsibilities
CI/CD & Automation
· Design, maintain, and optimise GitLab CI/CD pipelines for build, test, and deployment workflows.
· Implement automated quality gates, security scanning, and environment provisioning.
· Collaborate with development teams to streamline release processes and reduce deployment timelines.
· Experience of building and maintaining Docker images and repositories for application and infrastructure components.
Infrastructure as Code
· Build and manage on‑prem infrastructure using Terraform.
· Maintain reusable Terraform modules and enforce IaC best practices.
· Support multi‑environment deployments with versioned, auditable infrastructure changes.
Windows Image Creation & Management
· Create, customise, and maintain Windows images for virtualised or physical environments.
· Automate image creation pipelines using tools such as Packer, MDT, or similar technologies.
· Ensure images meet security, compliance, and performance standards.
Containerisation & Orchestration:
· Build and maintain Docker images for application and infrastructure components.
· Deploy, manage, and troubleshoot workloads running on Kubernetes clusters (self‑managed or cloud‑managed).
Security & Compliance
· Apply DevSecOps principles across pipelines and infrastructure.
· Manage secrets, access controls, and secure configuration baselines.
· Support audits and compliance initiatives through automated evidence collection and reporting.
Required Skills & Experience
· Strong hands‑on experience with GitLab CI/CD.
· Proficiency with Terraform for infrastructure provisioning and management.
· Demonstrated experience creating and maintaining Windows images.
· Strong scripting skills (PowerShell, Bash, Python).
· Solid understanding of networking fundamentals, DNS, load balancing, and firewalls.
· Experience with containerisation (Docker) and orchestration (Kubernetes) is a plus.
Soft Skills
· Clear communicator who can work across teams and explain technical concepts simply.
· Strong problem‑solver with a proactive mindset.
· Comfortable working in fast‑moving environments with shifting priorities.
· Collaborative, curious, and always looking for ways to improve systems and processes.
Nice‑to‑Have
· Experience with Packer or similar image‑building tools.
· Background in Windows Server administration or Active Directory.

